-A‘E
HAVYYHBLIE TPV bl «93ALJTET».- N3 (105), 2026

I'PHTH 10.27.65
Y]IK 347.44
DOI 10.54649/2077-9860-2026-3-24-35 Jara moctymuenns: 20.05.2026 | Jlata npunstus: 19.06.2026

Y. Guan Y2 | Q. Wang ?
1PhD Candidate, Law School of Xinjiang University
(Urumgqi, People's Republic of China) ORCID ID: 0009-0001-9384-3052, e-mail: yachaolaw@gmail.com
2PhD, Professor, Law School of Xinjiang University
(Urumgqi, People's Republic of China)
ORCID ID: 0009-0002-1329-9278, e-mail: gingsongwang-law@xju.edu.cn

LEGAL REGULATION OF CROSS-BORDER FLOW OF HEALTH AND MEDICAL
DATA: ASYSTEMATIC LITERATURE REVIEW

Abstract. This article is a systematic literature review on the legal regulation of cross-border flow
of health and medical data. Primarily employing a systematic literature review approach, this study
systematically identifies, screens, and comprehensively analyzes relevant academic literature in this
field. Based on a comprehensive review of representative research findings, this study summarizes
the main viewpoints, research context, and development trends of existing research. Furthermore,
this study conducts a targeted analysis of the literature focusing on core issues such as the legal
definition and attributes of health and medical data, the connotation and impact of cross-border
data flow, and the legal regulation of cross-border flow of health and medical data. This analysis
reveals that while current scholarship has established foundational frameworks for defining health
and medical data, identifying core regulatory tensions, and addressing related issues, it remains
fragmented along jurisdictional lines and predominantly focused on static institutional comparisons
rather than dynamic implementation challenges. Building upon this foundation, this study
comprehensively reviews the main viewpoints, existing controversies, and shortcomings of existing
research, thereby revealing current research gaps and future development directions and
highlighting the important theoretical value and practical significance of research on the legal
regulation of cross-border flow of health and medical data in the current context.

Key words: literature review, health and medical data, cross-border data flow, legal regulation,
data security, data freedom, international cooperation.

Introduction economic value [2][3][4]. These data not only
concern individuals' health, privacy, dignity, and

In recent years, with the rapid development ~ personal interests but also directly impact national

of the digital economy, artificial intelligence, and ~ public health governance capabilities, medical
global data governance frameworks, “health and ~ innovation capacity, and digital economy
medical data” (the terms “health and medical CompetitiveneSS. However, the gIObaI utilization
data”, “health data”, “medical data”, and of health and medical data necessitates cross-
“healthcare big data” are used interchangeably in ~ border flow, which represent an inevitable
parts of the existing literature. Unless otherwise ~ outcome of globalization in the digital era [5].
specified, this article will use the term “healthand ~ Particularly amid advancements in Al-assisted
medical data” throughout) have increasingly  diagnostics, big data analytics, telemedicine, and
become a fundamental strategic resource for international collaborative medical research,
nations and a critical element in global digital ~ “cross-border data flow” (the terms “cross-border
competition [1]. Compared to general data, health ~ data flow” and “transborder data flow” are used
and medical data possess multiple sensitive interchangeably in parts of the existing literature.
characteristics — including strong personality ~ Unless otherwise specified, this article will use

rights attributes, public interest implications, and ~ the term “cross-border data flow” throughout) has
exhibited nonlinear growth. On one hand,
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international medical research, pharmaceutical
and medical device development, disease
prediction and control, as well as Al training
models all rely heavily on vast, diverse, and
geographically distributed health and medical
data resources. For instance, during the COVID-
19 pandemic, international collaboration on data
sharing regarding virus transmission, vaccine
development, and epidemic forecasting vividly
demonstrated the critical importance of cross-
border flow of health and medical data for global
public health governance [6]. Conversely, given
the high sensitivity of health and medical data, its
cross-border transfer may give rise to a range of
issues including personal privacy breaches, data
misuse, algorithmic discrimination, national
security risks, and conflicts over data sovereignty
[71[8][9]. Consequently, legal regulation of cross-
border flow of health and medical data has
increasingly become a central issue within the
international data governance framework.

Research on the legal regulation of cross-
border flow of health and medical data
encompasses numerous interconnected issues,
including the legal definition and attributes of
such data, the conceptual delineation of cross-
border data flow, and corresponding regulatory
frameworks — all of which represent current
research focal points.

Materials and Methods

This study employs a research methodology
that combines a systematic literature review with
comparative legal analysis. First, through a
systematic literature review, relevant academic
publications on the legal regulation of cross-
border flow of health and medical data are
identified, screened, and synthesized to provide a
comprehensive overview of existing scholarship.
Second, a comparative legal analysis is conducted
to examine the regulatory frameworks adopted by
major jurisdictions, including the United States,
the European Union, and China, highlighting their
similarities,  differences, and  underlying
regulatory rationales. Third, the collected

! Health Insurance Portability and Accountability Act (HIPAA
Privacy Rule), Section 160.103, Definitions. URL:

https://www.ecfr.gov/current/title-45/subtitle-A/subchapter-
Clpart-160?toc=1 (accessed: 09.03.2026).

2 European Health Data Space Regulation, Article 2, Definitions.
URL: https://eur-lex.europa.eu/eli/reg/2025/327/oj/eng (accessed:
09.03.2026).
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literature is critically analyzed to identify the
principal legal issues, theoretical debates, and
emerging trends concerning cross-border health
and medical data governance. Finally, based on
the findings of the literature review and
comparative analysis, this study evaluates current
regulatory approaches and proposes directions for
future legal research and policy development.
Data sources include relevant international legal
instruments, health and medical data legislation of
major jurisdictions, publicly accessible journal
articles, books, and official policy documents.

Results and Discussion

1. Research on the Legal Definition of
Health and Medical Data

The most authoritative definition of health
and medical data in the United States derives from
the “Health Insurance Portability and
Accountability Act” (HIPAA). According to
Section 160.103 of the “HIPAA Privacy Rule” :
“Protected  health information” means
individually identifiable health information that is
transmitted by electronic media, maintained in
electronic media, or transmitted or maintained in
any other form or medium. The European Union's
definition of health and medical data is primarily
set forth in the “European Health Data Space
Regulation” 2(EHDS). According to Article 2 of
EHDS: “Electronic health data” means data
concerning health and genetic data processed in
electronic form, as well as non-personal
electronic data that were originally collected in
relation to natural persons for the provision of
healthcare services, public health, research,
innovation, policy-making, statistics or regulatory
activities.

The legal definition of health and medical
data in China is primarily reflected in two major
aspects.

Firstly, there exists a terminological
dilemma at the legal level. In 2018, the
“Administrative Measures on Standards, Security
and Services of National Healthcare Big Data (for
Trial Implementation)” Sissued by the National

3 Administrative Measures on Standards, Security and Services of
National Healthcare Big Data (for Trial Implementation), Article
4, Definition. URL:
https://www.pkulaw.com/chl/7b14867195b5b4e6bdfh.html
(accessed: 09.03.2026).




Health Commission of the People's Republic of
China defined ‘“healthcare big data” in Article 4
as “data related to healthcare generated during
processes such as disease prevention, treatment,
and health management”. However, this
definition only describes the generation scenarios
and source domains of health and medical data
from a macro perspective, without addressing its
specific content composition or boundary scope.
Subsequently, although Article 49 of the “Basic
Healthcare and Health Promotion Law of the
People's Republic of China” * enacted in 2020
mentioned terms such as “health and medical big
data” or “health and medical data”, these were
only briefly referenced without further legal
definition. It was not until the implementation of
China's national standard the “Information
Security Technology — Guide for Health Data
Security” ° (GB/T 39725-2020) in 2021 that a
relatively clear definition was provided. This
standard first defines “personal health data” as
“electronic data that, alone or in combination with
other information, can identify a specific natural
person or reflect their physiological or mental
health status”. Furthermore, it specifies: “Health
data includes both personal health data and
health-related electronic data derived from the
processing of personal health data”. While this
definition possesses certain normative and legal
significance, it fails to adequately address key
dimensions such as data sources, application
scenarios, and lifecycle [10]. Moreover, although
the “Personal Information Protection Law of the
People's Republic of China” ¢ does not explicitly
use or define the concept of “health and medical
data”, it nonetheless includes “medical and health
information” within the scope of protected
sensitive personal information. Thus, the concept
of health and medical data exhibits dual
discrepancies in both terminology and substantive
meaning within the current regulatory framework
(see table 1).

4 Basic Healthcare and Health Promotion Law of the People's
Republic of China, Acrticle 49, URL:
https://www.pkulaw.com/en_chl/22a006a09f3565e4bdfb.html
(accessed: 09.03.2026).

5 Information security technology—Guide for health data security,
Article 3, Definitions. URL:
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Table 1. Comparison of Legal Definitions of Health and Medical
Data in the United States, the European Union, and China

Definition of Health
and Medical Data
“Protected health
information” means
individually identifiable
(HIPAA Privacy | health information that
Rule) is  transmitted by
Section 160.103 electronic media,
maintained in electronic
media, or transmitted or
maintained in any other

form or medium.
“Electronic health data”
means data concerning
health and genetic data
processed in electronic
form, as well as non-
personal electronic data
that were originally
collected in relation to
natural persons for the
provision of healthcare
services, public health,
research, innovation,
policy-making, statistics
or regulatory activities.
“Health data” includes
security technology | personal health data and
— Guide for health | health-related electronic
data security data formed by
(GBIT 39725 — | processing personal
2020) health data. Personal
Article 3.2 health data refers to
electronic data that,
alone or in combination
with other information,
can identify a specific
natural person or reflect
the physical or mental
health of a specific
natural person.
Note: The table is self-created by the author

Jurisdiction Legal Basis

United
States

Health  Insurance
Portability and
Accountability Act

European | European Health
Union Data Space
Regulation
Article 2

China Information

Secondly, there  exists  conceptual
differentiation at the academic level. The
discussion of the concept of health and medical
data in China's academic circles primarily focuses
on distinguishing between “data” and
“information”. Chen and Lv traced the evolution
of this relationship, noting that there has long
been a consensus in academia that “data is form,

https://openstd.samr.gov.cn/bzgk/std/newGbInfo?hcno=2393519
05E7B62A7DF537856738247CE (accessed: 10.03.2026).

6 Personal Information Protection Law of the People's Republic of
China, Article 28. URL:

https://www.pkulaw.com/en_chl/d653ed619d0961cObdfb.html
(accessed: 10.03.2026).
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while information is content”, meaning that
information and data describe the same object
from the perspectives of content and form,
respectively. They also attempted to provide a
precise definition of health and medical data as
“information generated during the provision of
medical services, recorded electronically, related
to identified or identifiable data subjects, and
capable of directly or indirectly revealing their
physical and mental health status” [10]. Wu
adopted a broader perspective, encompassing all
aspects of health and medical research and
agreeing with the definitional scope outlined in
the “GB/T 39725-2020” [11]. Scholars such as
Deng and Liu, Hu et al., and Chen similarly argue
that the scope of health and medical data is
extensive, including but not limited to medical
data generated during diagnosis and treatment
processes [12][13][14].

2. Research on the Legal Attributes of
Health and Medical Data

Research on the legal nature of health and
medical data can be traced back to the fields of
patient privacy protection and medical ethics. As
early as the 1890s, Brandeis and Warren
emphasized in their article “The Right to
Privacy”: “With political, economic, and social
changes, law must evolve and create new rights —
the right to be left alone, i.e., the right to privacy”
[15]. Since the mid-20th century, advancements
in technologies such as electronic information
have led to a renewed interpretation of the right to
privacy, specifically the right to protect personal
data  (privacy) within information and
communication technologies [16]. Concurrently,
academic discourse has progressively
incorporated “medical data” into the framework
of personal data protection. Within the European
Union legal context, health and medical data are
generally classified as one of the “special
categories of personal data”. Since the
“Convention on the Protection of Individuals with
regard to Automatic Processing of Personal Data”
7 adopted by the Council of Europe in 1981 (also
known as Convention 108), which classified
personal health data under “special categories of
data” in Article 6, and up to the “General Data
Protection Regulation” & (GDPR) formally
implemented in 2018, which explicitly

7 Convention for the Protection of Individuals with regard to
Automatic Processing of Personal Data, Article 6. URL:
https://rm.coe.int/1680078b37 (accessed: 10.03.2026).
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categorizes personal health data as a special
category of personal data in Article 9 — where
processing is generally prohibited except in
specific circumstances such as public health or
scientific research — personal health data should
therefore receive heightened protection compared
to general personal information.

Health and medical data not only embodies
personal interests related to dignity and health, but
also exhibits long-term identifiability -
particularly genetic data, biological samples, and
electronic medical records — which, if improperly
disclosed, could cause irreversible harm to
individuals [17][18]. In response, Adebayo et al.
advocated adopting a human rights-based
approach to managing health and medical data in
digital public health [19]. Additionally, scholars
have increasingly examined the property rights
aspects and data entitlements associated with
health and medical data [20][21][22], while
recognizing the substantial economic value of
such data in artificial intelligence training and
precision medicine. Although Roach et al. did not
explicitly employ civil law terms like “personality
rights” or “property rights”, their study clearly
delineated the dual legal attributes of health and
medical data. Regarding property attributes, it
stipulates that the physical carriers of medical
records (data) belong to healthcare institutions,
while patients hold legal interests in the
information contained therein; HIPAA further
grants patients control over such information. In
terms of personality rights, it emphasizes that
health and medical data are protected by
constitutional privacy rights, as they pertain to
personal dignity and autonomous decision-
making, and unauthorized disclosure constitutes a
privacy infringement [23]. In summary,
concerning control over health and medical data,
its utilization benefits, and data sharing
mechanisms, the academic community has
gradually developed a research approach that
concurrently addresses both “personality rights
protection” and “data value utilization”.

In current research on the legal attributes of
health and medical data within China's academic
community, three representative viewpoints have
primarily emerged.

8 General Data Protection Regulation, Article 9. URL: https://eur-
lex.europa.eu/eli/reg/2016/679/0j/eng (accessed: 10.03.2026).
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Firstly, the personality rights attribute
theory. This theory emphasizes the close
connection between health and medical data and
personal dignity as well as privacy, advocating
protection centered on the right to privacy or
autonomous control over personal information.
For example, patients enjoy the rights to freely
dispose of, control, and prevent unauthorized
access to their health and medical data [24]. Wei
argues that the protection of personal information
in medical practices under big data technologies
should return to a normative approach oriented
toward the protection of privacy rights [25]. Guo,
from a legal perspective, contends that health and
medical data possess greater privacy value
compared to other types of data, and this privacy
value essentially falls within the scope of
extended protection of personality rights [26].

Secondly, the property interest attribute
theory. This theory does not deny the personality
rights nature of health and medical data but
acknowledges its role as a production factor,
emphasizing the recognition of data handlers'
property interests to incentivize the exploitation
of data value. Li, from a practical perspective on
data assetization, argued for the property rights
attributes of health and medical data based on the
principle of “who invests, who contributes, who
benefits” outlined in the “Pilot Program for the
Entire-Process Management of Data Assets”
issued by the Ministry of Finance of the People's
Republic of China in December 2024 [27]. Gao
also emphasized that medical institutions have
made long-term investments in human, financial,
and intellectual resources, and according to labor
theory, they naturally possess ownership over the
outcomes of these investments (i.e., resource-
based health and medical data). Therefore,
granting data property rights to the producers of
health and medical data is both necessary and
justified [28].

Thirdly, the composite rights attributes
theory. This theory has gained considerable
support among scholars. It posits that a single
attribute cannot fully capture the complexity of
medical data, advocating for a multi-dimensional
rights framework or innovative rights structures.
Wu roposed establishing a  “dual-rights
architecture” incentive mechanism, where the

9 Guidelines on the Protection of Privacy and Transhorder Flows
of Personal Data, Part 1, Definitions. URL:
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“portability right of medical data” stems from
civil law protections of health rights and personal
rights, while the “usage right of medical data”
arises from safeguards for property interests [29].
Shen and Bao argue that health and medical data
possesses three fundamental characteristics: co-
creation, sensitivity, and public accessibility,
which collectively form the normative basis for its
rights allocation. Based on a contribution-
oriented distribution principle, they propose that
medical data rights should be separately allocated
between patients and healthcare institutions. For
instance, as data sources, patients enjoy primary
rights — including ownership, usage, benefit
derivation, and disposal authority — along with
secondary rights such as access, reproduction, and
transfer; whereas healthcare institutions, as data
processors, hold rights to ownership, usage, and
commercial utilization of the data [30]. Zhu
emphasizes that health and medical data differs
from general data due to its strong personal and
public attributes, necessitating a balanced
approach in governing it to reconcile conflicts
between personality interests interests and
property interests, as well as private interests and
public interests [31].

3. Research on the Connotation and Impact
of Cross-Border Data Flow

To conduct in-depth research on cross-
border flow of health and medical data, the
primary task is to clarify the concept of “cross-
border data flow”. The discussion of this concept
originated in the Western world, where it has been
interpreted and defined from diverse disciplinary
perspectives and theoretical frameworks. From an
international regulatory and academic historical
perspective, the earliest systematic definition of
this concept can be traced to the “Guidelines on
the Protection of Privacy and Transborder Flows
of Personal Data” ® issued by the Organisation for
Economic  Cooperation and Development
(OECD) in the 1980s. This document first
systematically established at the international
level that “transborder flows of personal data”
refer to “the movement of personal data across
national borders”, which remains widely regarded
as one of the foundational institutional sources for
the contemporary academic understanding of this
concept. Subsequently, Fishman adopted a

https://legalinstruments.oecd.org/en/instruments/OECD-LEGAL-
0188 (accessed: 10.03.2026).
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macroscopic perspective and broadly defined
cross-border data flow as the electronic
movement of data between nations [32].
Concurrently, Kirby acutely identified the
potential negative impacts of such flows, noting
that while their surge has brought significant
benefits to humanity by facilitating global
information exchange and economic
development, this irreversible trend also poses
serious challenges to personal privacy protection
[33]. Jussawalla and Cheah conducted an in-depth
analysis of the concept and nature of cross-border
data flow from a political economy perspective,
not only highlighting its profound impact on
international economic cooperation but also
emphasizing the critical importance of
establishing robust regulatory frameworks for
trade development [34]. This perspective
provided essential theoretical foundations for
later efforts to incorporate data flow regulations
into Free Trade Agreements. Estadella-Yuste
defined cross-border data flow narrowly as the
transmission of data and/or information across
national borders in machine-readable formats,
typically facilitated through complex networks of
computers spanning multiple countries [35].
Since the dawn of the 21st century,
continuous advancements in computer and
internet technologies have significantly increased
the frequency of cross-border data flow, leading
to profound transformations in both their
definition and societal implications. Meltzer
noted that the rapid development of the internet
has enabled data to flow across borders in a
networked and dynamic manner in real time. In
fact, data may cross national boundaries during
transmission without the knowledge of either
sender or recipient. The widespread utilization of
cross-border data flow further enhances economic
efficiency and productivity levels, ultimately
contributing to improved social welfare and living
standards [36]. The McKinsey Global Institute
(MGI) describes cross-border data flow as the
“core hallmark” driving 21st-century business
globalization and the “connective tissue” linking
the global economy [37]. This metaphor
underscores the pivotal role of data flow within
the global economic system, functioning like
connective tissue that provides a solid foundation
for interconnections  and collaborative

development among economies. Additionally,
Mercurio and Yu define cross-border data flow as
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the movement or transmission of information
between computer servers across different
countries, emphasizing that the lack of globally
recognized regulatory standards — despite efforts
by international organizations to establish
principles and best practices — has significantly
increased the complexity of governance
challenges in this area [38].

In terms of conceptual definition, Chinese
scholars began exploring cross-border data flow
slightly later than their international counterparts.
However, with the rapid development of China's
digital economy and the continuous improvement
of its data governance framework, Chinese
researchers have gradually caught up in this field,
making unique theoretical contributions and
demonstrating significant practical value. The
earliest research on cross-border data flow in
China dates back to the late 1990s. Cheng defined
cross-border data flow as point-to-point
transmission of digital data across national and
political boundaries, noting that with ongoing
advancements in computer technology, future
data flow will exhibit broader reach, richer
content, faster speeds, and more profound impacts
[39]. With the advent of the 21st century,
continuous innovations in computing and internet
technologies have made cross-border data
transmission increasingly frequent. Concurrently,
the scope and implications of cross-border data
flow have undergone profound transformations.
To gain a comprehensive and nuanced
understanding of this phenomenon, Chinese
scholars have provided detailed interpretations
from diverse perspectives. Chen and Jia argue that
cross-border data flow essentially represents a
dynamic process where data traverses sovereign
borders via communication systems, primarily
manifested today through efficient transmission
across countries via internet platforms,
accompanied by complex storage and processing
procedures [40]. Zhang and Song emphasize that
cross-border data flow generally refers to the
movement of data between different legal
jurisdictions [41]. Tan defines cross-border data
flow as activities involving the reading, storage,
and processing of data across national borders,
encompassing both outbound and inbound
transfers [42]. Most scholars have interpreted this
concept primarily through the lens of data
transmission, processing, and storage across
borders.
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However, Shi argues that cross-border data
flow should not be confined to physical border
crossings alone; it can also be understood from the
perspective where data may not physically cross
borders but remains accessible to third countries
or foreign entities [43]. Zhang similarly contends
that even when data is not physically exported, its
accessibility to foreign entities should still fall
under the category of cross-border data flow [44].
In summary, cross-border data flow can be
defined as the act of transferring data across
national boundaries (both physical and virtual)
between countries, including the processing of
machine-readable data stored on hardware
devices (such as computers and servers) within a
country [45].

4. Research on Legal Regulation of Cross-
Border Flow of Health and Medical Data

In recent years, with the rapid advancement
of digital healthcare, artificial intelligence,
telemedicine, and the development of healthcare
informatization systems worldwide, “health and
medical data” has gradually become a key
research focus in the fields of law, medical
informatics, and public governance. The
nonlinear growth in cross-border healthcare
services such as international telemedicine and
clinical trials has made the cross-border flow of
health and medical data an irreversible trend. How
to promote the development of the healthcare
industry while safeguarding national data
sovereignty, mitigating cross-border data risks,
and protecting personal medical privacy remains
a prominent issue of ongoing academic interest.

In the era of digital globalization, the cross-
border flow of health and medical data has
evolved beyond merely a technical issue to
encompass a complex interplay of data protection,
data sovereignty, national security, research
ethics, and international cooperation. The
academic community has produced substantial
research on this topic, gradually establishing a
research framework centered on institutional
comparisons, regulatory model analysis, and
practical framework development. To date, the
World Health Organization (WHO) has not
established a dedicated international treaty
specifically addressing “health and medical data”

10 Moreno N. The European Health Data Space is in Force :
Implications for Healthcare, Medtech and Life Sciences. URL:
https://www.kennedyslaw.com/en/thought-
leadership/article/2026/the-european-health-data-space-is-in-
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or “cross-border flow of health and medical data”.
Its legal regulatory system primarily consists of
one legally binding international treaty — the
“International Health Regulations”, alongside a
series of internal policy frameworks such as the
“WHO Data Policy,” the “WHO Personal Data
Protection Policy,” and the “WHO Data
Principles”, as well as a new instrument currently
under negotiation. Xia et al., from a comparative
regulatory perspective, identified three prevailing
regulatory paradigms for global cross-border flow
of health and medical data: first, the “rights-
based” paradigm represented by the EU's GDPR,
which emphasizes personal data rights and strictly
restricts the cross-border transfer of health data;
second, the U.S. — centric paradigm; The third
approach emphasizes a “market-oriented” model
that promotes the free flow of health and medical
data trade and services; the third approach is
represented by China. It adopts a ‘“sovereign
security-based” model that regulates the export of
health and medical data under a framework
prioritizing data security. Furthermore, it is noted
that such policy differences have substantially
hindered  international  medical  research
collaboration, undermined the effectiveness of
telemedicine, and created barriers for healthcare
providers when sharing patient information [46].
In research on practical framework
development, the European Union undoubtedly
holds a central position. With the official
publication and phased implementation of the
EHDS in March 2025, academic focus has shifted
from a one-sided examination of the GDPR to an
analysis of the synergistic operation between
EHDS and the GDPR. For the first time at the EU
level, EHDS establishes a unified legal
framework covering both “primary use” and
“secondary use” of health and medical data.
Regarding primary use, EHDS grants individuals
stronger access rights and cross-border sharing
rights to their electronic health data; for secondary
use, it establishes mechanisms for structured data
acquisition through “Health Data Access Bodies”,
applicable to specific purposes such as scientific
research, innovation, and policy-making °.
However, some scholars argue that by relying on
robust legal frameworks such as internal markets,

force-implications-for-healthcare-medtech-and-life-sciences/
(accessed: 25.03.2026).
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the EHDS effectively expands the EU's influence
and control in public health —a domain originally
falling within its supplementary competencies.
While this approach objectively advances EU
healthcare integration, it leads to “competency
erosion” and creates tensions with the EU's
constitutional boundaries, raising legal concerns
about the EHDS's practical implementation
[47][48]. Furthermore, Bradford et al. emphasize
that the exchange of patient and population
health-related data across regions is crucial for
sustained innovation in healthcare and public
health. Standard contractual clauses can provide a
relatively  straightforward,  “safe-haven-like
mechanism” for the cross-border flow of
regulated health data [49].

In recent years, the Chinese academic
community has conducted relatively systematic
research on this topic, forming a research
framework centered on institutional examination,
international ~ comparisons, and  pathway
construction. Regarding China's current legal
framework, scholars generally agree that a
preliminary regulatory system for cross-border
data flow has been established, with the
“Cybersecurity Law of the People's Republic of
China”, the “Data Security Law of the People's
Republic of China”, and the “Personal
Information Protection Law of the People's
Republic of China” serving as its pillars,
supplemented by specialized regulations such as
the “Measures on Security Assessment of Data
Export” and the “Provisions on Promoting and
Regulating Cross-Border Data Flow”. However,
existing studies have also revealed multiple
challenges at the institutional level. Guan and
Wang systematically pointed out that currently,
China faces three major practical challenges in
regulating the cross-border flow of health and
medical data: a logically conservative design of
the legal framework; insufficient compliance
assurance capabilities among data managers
(primarily healthcare institutions); and inadequate
international cooperation mechanisms [5]. He and
Zhang argued that China's existing regulatory
rules for cross-border health and medical data are
ill-suited to the industry's evolving needs,
emphasizing the need to strike an “optimal
balance” between “risk control” and “industry
promotion” [50]. Feng, based on the realities of
sensitive health-related personal data flow,

proposed shifting regulatory approaches from
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inclusive oversight to prudent regulation when
such data transitions from private to public
information [51].

Given the absence of specialized legislation
in this area in China, many scholars have turned
to foreign regulatory frameworks for guidance.
Ao and Pan conducted a comprehensive analysis
of the EU's institutional practices across
governance objectives, rule formulation, and
technological safeguards, detailing the “dual-
track” framework established by the GDPR and
EHDS, and recommending that China establish
differentiated governance goals for various
scenarios involving cross-border personal health
data flow while continuously improving
regulatory  frameworks and strengthening
technical support platforms [52]. Other studies
have also drawn insights from more focused
country-specific comparisons. Chen and Meng
focused on the regulation of cross-border flow of
health and medical data in Australia, analyzing
the special protections afforded to health
information under Australia's the “Privacy Act”
and the specific rules governing its cross-border
transfer, while also exploring the implications for
improving relevant institutional frameworks in
China [53]. These comparative law studies
provide valuable references for China to establish
a regulatory model that aligns with international
norms yet suits local realities amid globalization.

Furthermore, given the distinctive features
of the Guangdong-Hong Kong-Macao Greater
Bay Area — characterized by “one country, two
systems, and three legal jurisdictions” —as well as
practical challenges such as significant disparities
in regulations regarding the export of domain-
specific data (particularly health and medical
data) among the three regions and the lack of
comprehensive legal guidance, Lv and Sun
propose four approaches: adapting the informed
consent principle, enhancing data
interoperability, leveraging interregional
administrative  agreements, and utilizing
legislative authorization lists. These measures
could fully unlock the societal value of health and
medical data and facilitate the standardized cross-
border flow of such data across the three regions
[54].
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Conclusion

A systematic review of current research
trends and developments in the academic field
reveals three distinct strengths. First, rigorous
research  methodology. Academic  studies
consistently trace international discussions on
legal regulation of health and medical data and its
cross-border flow — from single-perspective
analyses to multi-dimensional approaches, from
foundational theories to practical applications,
and from domestic regulations to global
standards, whether examined directly or
indirectly.

Second, diverse research methods. Scholars
employ a variety of techniques — including
literature reviews, case studies, comparative
analyses, and interdisciplinary approaches — to
investigate health and medical data issues,
demonstrating both methodological diversity and
scientific rigor.

Third, strong alignment with contemporary
contexts. Research on legal regulation of cross-
border flow of health and medical data has
emerged prominently in the digital age; as
globalization accelerates digital transformation,
data mobility has become a critical resource
fiercely contested globally. Thus, this research
topic exhibits both timeliness and innovative
value.

However, several critical shortcomings in
academic research warrant attention. First, there
is a tendency toward homogenization in analytical
frameworks. Most studies adhere to a four-step
structure — “current situation description —
problem diagnosis — international experience —
policy recommendations”. While logically sound
and practical, this approach leads to limited
differentiation and repetition across studies
regarding problem identification and
argumentation approaches. Some
recommendations (e.g., “improve legislation” or
“enhance international cooperation”) lack
rigorous derivation from problem analysis,
diminishing their practical applicability.

Second, excessive emphasis is placed on
static institutional analysis at the expense of
implementation effectiveness. Existing research
predominantly focuses on normative legal text
analysis, with insufficient attention to actual
implementation outcomes. Key questions remain
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unanswered: What are the compliance costs
associated with cross-border flow of health and
medical data? Do small and medium-sized
medical institutions abandon international
collaborations due to compliance barriers? How
can operational challenges of informed consent
protocols be addressed in global research? These
implementation-related issues rarely receive
systematic empirical examination. Research
divorced from implementation effects fails to
address fundamental questions such as whether
regulations are excessive or ineffective.

Third, coverage of specialized fields and
emerging topics remains inadequate. The
regulation of human genetic resource data exports
exhibits  particular  sensitivity — given its
implications for national biosecurity, yet
dedicated literature in this area remains scarce.
Similarly, cross-border data sharing in rare
disease research — due to small patient
populations and data scarcity — has received
limited thematic discussion. Furthermore, legal
analyses regarding whether and to what extent
emerging technologies such as privacy-
preserving computing and federated learning can
alleviate the tension between health and medical
data flow and security protection remain in their
early stages.

By addressing the contentious issues
discussed above, this study underscores its
significance and timeliness in examining legal
regulation of cross-border flow of health and
medical data. Consequently, finding a balance
between law and technology represents a novel
approach for academic exploration. The tension
between data protection and data utilization
remains only the tip of the iceberg; driven by
rapid digital technological advancements, cross-
border data collection will give rise to numerous
additional challenges. Undoubtedly, the conflict
between law and technology will be a fierce and
prolonged struggle that requires continuous
human effort to address.
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MEJIAIMHAJBIK JEPEKTEPIIH INEKAPAAPAJBIK AFBIHBIH KYKBIKTBIK
PETTEY: )KYUEJI OAEBUETTEPTE LIOJIY

Anoamna. Byn maxana meouyunanvix Oepekmepoiy MPAHCUIEKAPATbIK dSbIHbIH KYKbIKMbIK pemmey
botbiHwa cyieni adebuemke wony boavin mabwvliaovl. Heeizinen oicyiieni aoebuemxe uiony macinin
KONOana omuipuin, OY1 3epmmey OCbl caladagel muicmi akademusiilk a0ebuemmepoi dcyueni mypoe
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AHBIKMAObl, IPIKMeNOl JHCIHe ICAH-IICAKMbL AL0aiovl. OKINOIK 3epmme)y HIMUICENEPIH HCAH-ICAKNbL
wonyza wmezizoenzen OYn 3epmmey KOAOAHbICMAZbI 3epmmeynepliy He2izel KO3Kapacmapulu, 3epmmey
KOHMEKCMIH Jcane 0amy ypoicmepin Kopblmblnobliatiovl. CoHbiMen Kamap, OYn 3epmmey MeOUYUHANbIK,
OepexmepOil KYKbIKIMbIK AHbIKIMAMACLL MeH ampubymmapul, MpaHCueKapaibly Oepekmep a2blHbIHbIH
MARbIHACHI MeH acepi JHcaHe MeOUYUHATBIK OepeKkmepOiy MPAHCUEKAPATblK a2bIHbIH KYKbIKIMbIK pemmey
cusKkmol Hezizel Macenenepe bazblmmanzan aoebuemmepee MaKcammol manoay xcypeizedi. byn manoay
Ka3zipel eblibiMu 3epmmeyiep MeOUYUHANbIK Oepekmepoi anvikmay, Hezizei pemmeywi wuenreHicmepoi
AHBIKMAY JICOHE OHLIMEH OAlIaHbICIbL Macenenepdl wieuty Yulin Heeizei He2iz0epoi OencineceHimeH, Ol
IOpUCOUKYUATLIK — Dasbimmap  boubiHwa  pasmenmmenzen KyUuiHOe KANAMbIHbIH —JiCOHe He2I3IHEeH
OUHAMUKANBLIK  eH2i3) KUbIHOLIKMAPLIHA eMeC, CMAMUKAIblK UHCIMUMYYUOHANObIK CANblCMbIpYIapea
bazeimmanzanvii kepcemeoi. Ocvl Hezizee cyliene omulpein, OY1 3epmmey KOJIOaHbICMAgbl 3epmme)nepoil
Hezi32l KO3Kapacmapull, KOAOAHbICMARbL 0ayIaApObl HCIHE KeMUINIKIMEPIH JcaH-dcaKkmol Kapacmulpaowl,
ocvlaaliwia Kasipei 3epmmeyoezi ONKbIIbIKMAp MeH 601auax 0amy 6aulmmapvli AHbIKMALObL HCaHe Ka3ipei
Jreagoanoa  MeOUYUHAIblK Oepekmepoiy MpPAaHCUWEeKapanvlK dAeblHbIH KVKbIKMbIK pemmey OotblHua
3epmmeynepoiy Manbl30bl MEOPUSNBIK, KYHOBLIbIZbL MEH NPAKMUKATLIK MAHbI30bLIbIbIH KOpcemeoi.

Tipex co30ep: a0ebuemmepee WORy, MEOUYUHATLIK OepeKmep, MPAHCULEeKApanblK OepeKmep deblHbl,
KYKbIKMbIK, pemmey, 0epekmep Kayincizoiei, oepexmep O0CmMAanobiebl, XANbIKAPAIbIK bIHINbIMAKMACbIK.
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ITPABOBOE PEI'YJIAPOBAHUE TPAHCITPAHUYHOTI'O IOTOKA
MEIJUIUHCKHUX JAHHBIX: CACTEMATHYECKHUHU OB30P JIUTEPATYPbI

Annomanus. /lannas cmamos npedcmagisiem cobol cucmemamuyeckuii 0030p aumepanypol HO Npago8oMy
DPe2yIUpoBanUio  MpancepanuiHo20 NOMOKA MeOUYUHCKUX OaHHblX. B ocnoenoM, ucnonv3ysa nooxoo
cucmemMamu4ecko2o 00630pa aumepamypul, Mo UCCLe008aHUEe CUCMEMAMUYecKlU Bblsagnsem, omoupaem u
6CECMOPOHHE AHATUZUPYEN COOMBEIMCMBYIOWIO aKA0eMUYecKyio aumepamypy 6 smoii ooracmu. Ha ocnose
8cecmoponnezo 0030pa penpe3eHmamusHblx pe3yabmamos Uccie008anull, 0anHoe ucciedosanue obobuaem
OCHOBHbIe MOYKYU 3PEHUs, KOHMEKCH UCCIe008AHUL U MEHOEHYUU PA3GUMUS CYWeCmEYIOWUX UCCIe008AHUI.
Kpome mozo, 6 smom uccieoosanuu nposooumcs yeneHanpasieHnblil AHaIu3 Iumepamypul, cqooKycuposaniblii
Ha KII04e8bIX 60NpPOCAX, MAKux Kax npageogoe onpeoeienue u ampudymvl MeOUYUHCKUX OAHHBIX, CMbICIL U
GIUAHUEC MPAHCZPAHUYHO20 NOMOKA OAHHBIX, a MAKJCe NPABOBOE PecyIuposanie mpancepanuino20 nomoxda
MEOUYUHCKUX OAHHLIX. Dmom auanu3 NnoKa3vledem, 4YmMo, XOms CO8PeMeHHble UCCIe008aHUs CO30aaU
ocHosononazalowue pamky Oasi OnpedeieHus MeOUYUHCKUX OAHHLIX, GbISGIEHUs OCHOGHLIX De2yisMOPHbIX
npomueopeyull U peuwleHuss CEA3AHHbIX C IMUM GONPOCO8, OHU OCMAIOMCA QPASMEHMUPOBAHHBIMU NO
IOPUCOUKYUOHHBIM NPUSHAKAM U NPEUMYUIECBEHHO COCPEOOMOYEHbl HA CINAMUYECKUX UHCIUMYYUOHATbHBIX
CPABHEHUsIX, a He HA OUHAMUYeCKUX npoobnemax pearuzayuu. Onupascey Ha My 0CHO8Y, OAHHOEe UCCIe008aHUe
6CECMOPOHHE PACCMAMPUBAEN. OCHOBHbIE MOYKU 3DEHUsl, CYWecmayioujue Npomueopeyus u HeoOCmAamKu
CYWECmBYIouuUX UCCIe008aAHUL, BbIAGIAA MeM CAMbIM Npobenvl 8 MeKyWUx UCCie0o8aHusx u 0yoywue
HanpaeneHus pazeumus, d makxce NOOYEPKUBAs BAXHCHYIO MeOpemudecKyr0 YEeHHOCMb U HPAKmuiecKyo
SHAYUMOCTb UCCLEO08AHULL NO NPABOBOMY Pe2yIUPOBAHUI0 MPAHCSPAHUYHO20 NOMOKA MEOUYUHCKUX OAHHDIX 8
COBPEMEHHOM KOHmEKCme.

Knrouesvle cnosa: 0630p numepamypoi, MeOUYyuHCKUe OaHHbIE, MPAHCSPAHUYHBIL NOMOK OAHHbIX, NPABOGOe
pe2yauposatue, be30nacHOCMb OAHHBIX, C80000A OAHHBIX, MENCOYHAPOOHOE COMPYOHULECMEBO.




